
Chapter 1

Fundamentals of Virtualization 
Security

Virtualization technology has been around for many years, in a variety of formats. Ranging 
from logical partitioning on mainframes to the highly diversifi ed technologies of today like 
desktop, server, and application virtualization, the concept of virtualization is fi rmly embedded 
in today’s datacenters and here to stay. However, with the rapid advances in virtualization 
technology comes a dark side, namely in the form of security risks. In this chapter, we’ll exam-
ine the underpinnings of today’s virtual technology; I’ll explain what it means and how the 
various moving parts work together.

Then, we’ll explore a variety of threats to your virtual environments, some of which are 
much more pressing, and some that are more theoretical but nonetheless warrant mention. 
Finally, we’ll delve into the changing landscape of security in light of virtual infrastructure and 
how it’s changing the way we do things. 

This chapter is really intended to lay the groundwork for the rest of the book and is the most 
theoretical material you’ll encounter. It’s important to understand the theory and concepts 
associated with virtualization security in order to grasp why we’re concerned about it in the 
fi rst place. If you’re a security professional, many of these concepts will be somewhat familiar 
to you. If you’re an administrator or engineer, you’ll likely be familiar with some of this, but my 
guess is you’re more focused on just getting things done. After this chapter, the book’s emphasis 
decidedly shifts toward “getting things done” versus “security theory.” 

In this chapter, you will learn about the following topics:

 u Virtualization architecture

 u Threats to a virtualized environment

 u Challenges for securing virtualized environments

 u Challenges of vulnerability testing in virtualized environments

Virtualization Architecture
At its heart, all virtualization represents the abstraction of computing resources from the physical 
hardware layer. In the realm of server virtualization, the host is the underlying server virtualiza-
tion platform that will be used to provide virtual hardware layers to the virtual servers. The vir-
tual guest (usually referred to as a virtual machine, or VM) comprises a set of files that represent 
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2 | CHAPTER 1 FUNDAMENTALS OF VIRTUALIZATION SECURITY

the virtual server or system itself. Each of these files serves a specific purpose in interacting 
with the host software and the underlying hardware that the host is installed on. The 
virtual machines can be located directly on the host’s local storage device or on a network stor-
age device (or devices).

Defi ning Some Terms

The following terms are used in this book:

Host   A host is a virtualization platform running hypervisor software. Common host plat-
forms include VMware ESXi, Microsoft Hyper-V, Citrix XenServer, Red Hat KVM, and others. 
All virtualized systems run on top of this host hypervisor platform. 

Virtual guest, virtual machine, VM, guest system  A virtual guest, commonly called a 
virtual machine (VM), is any system running the environment that has been abstracted into 
a virtual model. In essence, a VM is a group of fi les that represents a hardware-based com-
puting platform, complete with storage, memory, and confi guration components. 

Virtual server  Many virtualization projects start by virtualizing hardware-based servers. 
The term virtual server is commonly used to refer to these. A virtual server is really nothing 
more than a specifi c type of VM.

The hypervisor is the primary component of a server virtualization platform. Often referred 
to as the virtual machine monitor (VMM), the hypervisor is the central nervous system within 
a virtual infrastructure. It manages the host’s underlying hardware resources and handles all 
guest-initiated operating system (OS) and application requests for CPU, memory, I/O, and disk 
resources. Two types of hypervisors are commonly found today:

Type I hypervisors are fundamentally their own self-contained operating platforms and 
are installed directly on the host hardware. For this reason, these hypervisors are often 
called bare metal hypervisors. VMs run at a level “above” the hardware, allowing for more 
complete isolation through the hypervisor software. An example of this type of hypervisor 
would be VMware’s ESXi. An example of this hypervisor type is shown in Figure 1.1.

Figure 1.1
Type I hypervisor
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Type II hypervisors are applications installed on an existing operating system platform, as 
shown in Figure 1.2. An example of a Type II hypervisor would be VMware Workstation.
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Figure 1.2
Type II hypervisor
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The key to understanding hypervisors and the security issues they are susceptible to is to 
understand the concepts of operating modes and privilege levels (or rings) for the x86 CPU 
architecture. 

Operating modes  There are two operating modes to consider—real mode and protected 
mode. All modern x86 processors boot into real mode for backward compatibility, but the 
actual processor capabilities are within protected mode, and that’s where the notion of privi-
lege levels comes in. 

Privilege levels  To visualize privilege levels, imagine a set of concentric circles, where 
the middle is closest to the hardware and the outer rings are further out. (See Figure 1.3.) 
The middle ring, known as Ring 0, is the most privileged; software running at this level has 
total control over the underlying hardware of the host. The other rings are labeled Ring 1 
through Ring 3 (the outermost ring). In many modern operating systems, Ring 0 is known as 
Supervisor mode and is where all integral OS functions take place. All application functions 
typically occur in Ring 3, commonly called User mode. 

Figure 1.3
x86 Processor 
privilege levels 
(rings)
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How do privilege levels (rings) relate to hypervisors? 

 u A Type I hypervisor is integrated with the operating platform, and so it runs as Ring 0, 
Ring 1, and/or Ring 2, while guest operating systems run at Ring 3. 

 u With a Type II hypervisor, both the hypervisor and the guests operate within Ring 3 as 
distinct applications. 

The goal with either hypervisor model is to safely allow guests to run without ever 
impacting the “real” Ring 0, which could affect the underlying host platform and all the other 
guests. To accomplish this, virtualization platforms create a layer between the guests and the 
real Ring 0. This layer is the hypervisor, or virtual machine monitor (VMM), and it presents a 
virtual Ring 0 to the guest VMs so that they can perform standard calls to hardware when they 
require memory, disk, network, and other resources. Compromising the hypervisor could mean 
that the underlying host OS (if applicable) and all guests are vulnerable to exposure or attacks. 

Threats to a Virtualized Environment
To properly evaluate the risks to an infrastructure created using any kind of information tech-
nology (IT), including virtualization technology, security and operations teams must evaluate 
and assess the vulnerabilities that may exist in the technology, threats to the environment that 
could exploit those vulnerabilities, and the potential impact of security events. The results of 
this risk assessment process tend to involve such actions as patching and configuring systems, 
restricting access to network resources, and limiting the users that can access management plat-
forms and VMs, among many other controls and processes. To solidly grasp the risk to virtual-
ized environments, and understand why security and compliance professionals have focused so 
much on virtualization since 2006, there are a number of threats to understand. 

Operational Threats
All IT environments face a variety of threats, from threats that are accidental in nature, like 
employee mistakes, to more malicious threats like insiders looking to steal data or external 
attackers trying to break in. Virtualized environments face the same types of threats as physical 
infrastructures, but in virtualized environments the threats can manifest in different ways. In 
this section, we’ll cover some of the major threats you should consider when evaluating the risk 
to your virtual environment.

VM sprawl  Virtual machines can be deployed in seconds, making it easy to create unap-
proved VMs (for example, short-term testing systems). VMs created on-the-fl y might not 
be patched, updated, or confi gured properly. A single unpatched VM that is exposed could 
be compromised and thus becomes a point of vulnerability in the environment. VM sprawl 
is common, especially in large organizations with loose governance processes. It is a major, 
pervasive problem in any environment that has deployed virtualization technology without 
putting processes in place for managing it appropriately, including change and confi guration 
management and provisioning practices. 

Lack of visibility into virtual environments  Many virtual network environments are 
not monitored adequately. The use of virtual switches for porting traffi c to a separate pro-
miscuous (sniffi ng) security or network monitoring sensor is still the exception in most 
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environments, and many virtual networks have quite a bit of internal traffi c that is not being 
monitored adequately by external security and network tools. Also, the traffi c between guest 
VMs and the underlying hypervisor platform often goes unexamined, leading to a number of 
potential security risks. Not monitoring your virtual network environment can be very dan-
gerous. You might miss sensitive data leaving the environment, attacks taking place within 
the virtual network, or valuable performance data that could help shape your traffi c manage-
ment policies.

Separation of duties not maintained  Separation of duties for people managing systems, 
networks, and applications in a virtual environment is often lacking. A number of different 
groups may need to manage VMs; a group or groups will need to manage the actual virtu-
alization infrastructure, and others may need access to database and storage components, 
third-party add-ons, and other “moving parts.” Who manages all this, and how should it 
be broken down? This often ends up being a political battle, and different teams often don’t 
understand how they should manage “their” parts of the virtual infrastructure. Do network 
administrators manage virtual switches and other networking systems, or should the vir-
tualization team handle this? Who should manage the administration console systems like 
VMware’s vCenter—the Windows administrators or a dedicated virtualization team? 

Granting unilateral access to any one group could be a big security risk. Granting too many 
rights and privileges to certain admins—or to VMs themselves and their applications—is 
another big issue in virtualized environments. Defi ning granular roles for specifi c groups’ 
use cases can be challenging from a governance perspective, and the technical controls avail-
able within the various virtualization vendors’ products may not accommodate security 
needs adequately. 

Change and confi guration management is a key area to focus on for virtualized organiza-
tions, and we’ll cover a wide range of confi guration specifi cs in this book for the major virtual-
ization products and platforms. 

Confi guration details for the hypervisors can encompass a vast array of settings and 
options, including those that pertain to VM management and monitoring, security harden-
ing and lockdown, and user and group interaction with the platform. 

Network settings can also be complex, especially as they relate to external physical net-
working devices like switches and routers. 

Security-specifi c settings and systems related to fi rewalls and intrusion detection and 
auditing controls such as logging require careful attention too. 

One of the most important goals for any virtualized datacenter is consistency, with well-
defi ned templates for hypervisors, VMs, and everything in between. As organizations look to 
move from virtualization to a private cloud, this will become even more important. Developing 
and maintaining this level of uniformity and consistency is integral to a successful private cloud 
deployment. 

Malware-Based Threats
In addition to purely operational threats, there are a number of others that have surfaced 
regarding virtualization technology, some more realistic and others somewhat hypothetical. 
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VM-AWARE MALWARE

One of the more disturbing trends to occur since 2006 is the onset of VM-aware malware, which 
has been seen on many occasions in the wild. Various strains and versions of bots, worms, root-
kits, and other malicious code formats are capable of determining whether they’re running on a 
physical or virtual host by looking at memory and hardware attributes, memory locations, and 
process and function behavior. When these malware variants detect that they’re running within 
a virtual environment, they will often refuse to run or behave differently than they would on a 
physical host. Since many security professionals use VMs to analyze malware, this malware is 
certainly making it more difficult! 

Websense Labs described a very customized piece of malware in 2007 that wouldn’t run in a 
VM, and this was defi nitely just the beginning of a longer trend. You can get more information at 
the following location:

http://securitylabs.websense.com/content/Blogs/2688.aspx

PACKER APPLICATIONS

Another trend seen in the last several years is the use of commercially available packer (com-
pression) applications that malware authors use to compress and obfuscate their code. Some of 
these have anti-VM features built right in! One example is Themida, which includes a number of 
protection capabilities for the code being packed. Information on Themida can be found at the 
following location:

http://www.oreans.com/themida.php

BOTS

Well-known bots such as Agobot and Phatbot are starting to include anti-VM technology. 
A good introduction to some of these bots can be found at the Honeynet Project website 
(www.honeynet.org/node/53). Another example is the Storm worm, a particularly nasty piece 
of malware that has circulated in a number of forms since early 2007. It leverages social engi-
neering tactics (e-mail subject lines that reflect current news), peer-to-peer botnet capabilities, 
and many other advanced features. Another aspect of the Storm worm is its ability to detect 
whether it’s running in a VM. An excellent write-up by Bojan Zdrnja on the Storm worm’s VM 
detection capabilities can be found at the SANS Internet Storm Center site:

http://isc.sans.org/diary.html?storyid=3190

VM Escape
One of the most commonly discussed security issues related to virtualization platforms is VM 
escape, a security breach in which malicious code runs within a VM and is able to “break out” 
onto the underlying host. This is a security professional’s worst nightmare! In a VM escape, 
trust zones are violated, access controls are circumvented, and the confidentiality and integrity 
of ESX hosts is suspect as soon as it happens. At one time, it was believed that VM escape was 
impossible, but today, most security professionals believe it can happen. Why? The main reason 
is that very close calls have been noted! 
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At conferences in 2007 and 2008, several tools were released and discussed that allow data 
transfer between virtual machines as well as between virtual machines and the underlying 
host. The reason that none of these has been classifi ed as a true VM escape is that code must be 
running on both the VM and the host for the tools to function properly. A true VM escape would 
be independent of code running on the host, allowing a purely guest-focused attack to break out 
of the VM and start running on the host. Several vulnerabilities have been found that permit 
similar actions, where hosts can be affected by exploiting guest applications and services. 

The following sections discuss several types of VM escape–type attacks that security experts 
have been working on in the last few years.

DIRECTORY TRAVERSAL ATTACK

Most of the VM escape flaws reported to date have been related to some sort of directory tra-
versal attack. 

The fi rst of these was reported by iDefense in April 2007 and described an issue with the 
Shared Folders functionality in VMware Workstation. Due to a problem with the way Workstation 
interpreted fi lenames, a malicious user could write fi les from inside a guest to the underlying 
host with the privileges of the user running VMware Workstation on the host. IntelGuardians 
(now InGuardians) built on this research in its cutting-edge presentation on VM security issues 
during the SANSFIRE 2007 conference in Washington, DC. At this conference, Tom Liston and 
Ed Skoudis gave a presentation that brought the notion of VM escape much closer to reality. They 
wrote several tools that demonstrated that VM escape might very well be possible:

VMchat  This simple “chat” program used the VMware hypervisor communication channel 
to pass messages back and forth between guest VMs or between a guest VM and the host. 
This program did not require any special code to be installed, nor did it leverage any net-
working capabilities.

VMcat  This tool sent simple output of Standard In (stdin) and Standard Out (stdout) 
between the communication channel created with VMchat, which can be used to tunnel a 
command shell between hosts and guests.

VM Drag-n-Sploit  By modifying a VMware component on the guest called 
VMwareService.exe, the researchers were able to monitor and change all data traversing the 
communication channel. This allowed them to alter data being dragged from the guest to the 
host via the “drag-n-drop” functionality built in to VMware Workstation. Their demonstra-
tion used this functionality to create a drag-n-drop exploit that would send a command shell 
from the host to the guest. 

VMftp  This tool was a working exploit for the iDefense Shared Folders fl aw discovered 
earlier that year. A user on any guest, with any level of privilege, could read and write to the 
host as long as Shared Folders was enabled and at least one folder was shared with a 
guest VM.

In February 2008, researchers at Core Security (the company that makes the Core IMPACT 
penetration testing tools) discovered a fl aw in certain versions of VMware Workstation, ACE, 
and Player that allows an attacker to locally or remotely exploit the VMware Shared Folders 
functionality (shared resources between guest and host) and read or write to any area of the 
underlying host OS. For more on this, see the following location:
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www.coresecurity.com/?action=item&id=2129

BLUE PILL

Joanna Rutkowska, a researcher in Poland, created quite a stir in June 2006 by unveiling a 
proof-of-concept tool and exploit called the Blue Pill. The Blue Pill was essentially a rootkit that 
targeted the Windows Vista OS by taking advantage of the SVM/Pacifica virtualization capa-
bilities built into AMD processors. This allowed the rootkit to create a rogue hypervisor that 
would actually encapsulate the running Vista OS and virtualize it! In essence, this means that 
the trusted OS would no longer be running on the bare metal of the system—it would be run-
ning on top of a processor-based hypervisor that had full control of everything within the OS 
and anywhere else on the system. 

More on the Blue Pill is available at Rutkowska’s website:

http://theinvisiblethings.blogspot.com/2006/06/introducing-blue-pill.html

Rutkowska’s claim that this exploit was “100% undetectable” created a lot of controversy—
could completely undetectable malware be created? Overall, most of the information security 
community disagreed. Many top-notch security researchers rose to the challenge, including 
Anthony Liguori, a software engineer at IBM who is heavily involved in development of the Xen 
hypervisor. He disputed Rutkowska’s claims by explaining that encapsulating an OS undetected 
would take more than just “virtualizing it” because you would have to prevent it from “know-
ing” that it had been virtualized. This is extremely diffi cult to do, as he explained, due to the 
timing differences for executing instructions on normal computing hardware versus software-
based VMM emulation. An excellent interview with Liguori can be found here:

www.virtualization.info/2006/08/debunking-blue-pill-myth.html

Another group of well-known security researchers at Matasano Security challenged 
Rutkowska to test her Blue Pill against their Samsara rootkit detection technology at the Black 
Hat conference in 2007. Rutkowska declined, and many others in the security community 
pointed out numerous ways by which Blue Pill could be detected using memory inspection and 
instruction timing techniques.

TXT HACK

At the Black Hat DC conference in 2009, Rutkowska and her colleague Rafal Wojtczuk at 
Invisible Things Labs discussed how they hacked the Trusted Execution Technology (TXT) built 
into Intel vPro chips. According to their presentation, they first exploit a bug in the Intel system 
software, followed by an attack against a TXT software flaw. This allows an attacker to insert 
code into a highly protected memory area, the System Management Mode (SMM) memory, or 
SMRAM. This is even more privileged than Ring 0, or hardware hypervisor code below the OS 
kernel. TXT mechanisms have not checked this memory for integrity or changes, and this code 
inserted there can bypass all boot-time security. Rutkowska and team discovered another TXT-
based attack in December 2009. More information is available at the following location:

http://theinvisiblethings.blogspot.com/2009/12/another-txt-attack.html
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HYPERSAFE: A SOLUTION TO VM ESCAPE?

In May 2010, researchers at North Carolina State University released a paper discussing a 
proof-of-concept hypervisor security tool and monitoring technique called HyperSafe. By lever-
aging hardware capabilities that monitor the hypervisor software’s integrity, HyperSafe ensures 
that no malware or other nefarious escape attacks can modify the running hypervisor platform 
from a VM guest or any other vector. Essentially, HyperSafe monitors critical memory struc-
tures and buffer behavior associated with the hypervisor, thus preventing any modifications 
caused by buffer overflows and other common exploitation methods. The NC State paper can be 
found here:

www.csc.ncsu.edu/faculty/jiang/pubs/OAKLAND10.pdf

Vulnerabilities in Virtualization Platforms
There have also been quite a few vulnerabilities found in virtualization platforms, some consid-
ered quite severe. 

In May and early June 2009, the security world was abuzz about a tool released by Immunity, 
Inc., called Cloudburst. Kostya Kortchinsky, one of the lead Vulnerability Research Team mem-
bers at Immunity, incorporated proof-of-concept code in Cloudburst that leveraged a VMware 
fl aw from April 2009. This fl aw, which revolved around a virtual machine display driver buffer 
overfl ow, allowed code to be executed on the underlying host from within a guest. This is likely 
the closest thing to a VM escape scenario seen to date in the wild. 

In March 2010, VMware announced a series of major vulnerabilities that affected its ESX and 
ESXi hypervisors, ranging from Service Console kernel fl aws to numerous issues with open-
source packages installed within the Service Console OS. These issues could lead to remote 
denial of service (DoS) attacks, code execution, privilege escalation, and other major security 
problems. In total, more than 40 Common Vulnerabilities and Exposures (CVE) entries were 
generated for this series of vulnerabilities, and all VMware enterprise users were urged to patch 
as quickly as possible. 

Numerous vulnerabilities have also been found in Xen and Hyper-V platforms, although 
they’ve been less sensational, perhaps due to the larger market share VMware holds in this 
space. For more, see the following location:

http://lists.vmware.com/pipermail/security-announce/2010/000093.html

How Security Must Adapt to Virtualization
Attacks seldom occur in a vacuum. If any effort is made to protect a system, a successful sys-
tem compromise almost always involves several attacks mounted in combination. Adding 
virtualization into the infrastructure introduces an entirely new class of attacks into the mix of 
possibilities 

Compromising a system administrator’s workstation is a traditional “holy grail” for attack-
ers. System administrator workstations often contain network and system information such as 
IP addresses, passwords, and network diagrams. By installing bot software or key loggers, 
attackers can access sensitive credentials and other passwords as well. These workstations may 
be located in sensitive parts of the network, with access to management segments or other 
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management interfaces that could provide an attacker much more leverage than they would oth-
erwise have. A compromised system administrator workstation could be used with any and all 
virtualization attack types to wreak untold havoc in just about any environment. 

Challenges for Securing Virtualized Environments
Overall, the risk profile for virtualized environments is somewhat different from that of 
hardware-based environments. There are more layers in the computing stack: hardware, OS, 
network, hypervisor, applications, and virtualized components. In general, there’s more “surface 
area” for vulnerabilities and attacks to affect, and this can lead to complications in accurately 
assessing and defending the environment. 

Virtualization technology also changes the realm of information security dramatically—for 
example, with regard to network access controls and fi rewalls. Most of us are familiar with 
screened subnets or demilitarized zones (DMZs) as the principal architectures employed by fi re-
walls and other network access control devices (routers, etc.). With all of the traditional network 
architecture models, sensitive systems and network subnets are segmented from other parts 
of the network, allowing granular control of traffi c entering and exiting the specifi c zones that 
are defi ned. Although these general concepts can still work in virtualized environments, such 
environments may require new tools and technologies to accomplish the same segmentation and 
access control goals.

One thing you need to consider when securing your virtual environment is whether to use 
physical or virtual fi rewalls (or both) within your virtual infrastructure. Physical fi rewalls 
would connect to physical network interface cards (NICs) on a virtualization host and apply 
access controls to the virtual switches that use these interfaces. Virtual fi rewalls, on the other 
hand, act as virtual machines or integrated components within the virtual infrastructure itself. 
There are security and operational concerns with these technologies, including ease of manage-
ment, trust zone segregation, single point of failure concerns, and resource consumption associ-
ated with the virtual fi rewall VM and components. 

As mentioned in the section “Operational Threats” earlier in this chapter, management of 
virtualization security devices and VMs and setting up systems to monitor traffi c on virtual 
switches are important. A number of commercial solutions can enable robust monitoring, 
including Refl ex Security and Catbird. There are also techniques you can employ without pur-
chasing any commercial solutions. Some of these are covered in Chapter 3, “Designing Virtual 
Networks for Security,” and Chapter 4, “Advanced Virtual Network Operations.” 

Challenges of Vulnerability Testing in a Virtualized Environment
Execution of vulnerability assessments and penetration tests may differ somewhat in virtual-
ized environments. The simplest vulnerability assessment and pen testing cycle usually consists 
of reconnaissance, scanning, exploitation, pivoting, and then repeating the cycle, as shown 
in Figure 1.4.
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Figure 1.4
Vulnerability 
assessment cycle
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The phases can be defi ned as follows:

Reconnaissance  In this phase, an attacker would search for information about a target 
using publicly available sources like websites, search engine queries, or social media. In addi-
tion, infrastructure queries using services like Domain Name System (DNS) and Simple Mail 
Transfer Protocol (SMTP) are often performed in this phase. The goal of this stage is to learn 
about the target’s people, systems, and applications.

Scanning  Network, vulnerability, and application scanning are all variations of the scan-
ning phase that use automated or semiautomated tools to look for open network ports and 
vulnerable aspects of systems or applications. This information is then used to determine the 
best attack methods.

Exploitation  In this phase, attackers leverage the information they’ve gathered in the 
preceding phases to actively attempt exploitation of vulnerabilities on systems and in 
applications. 

Pivoting  Pivoting is simply the act of gaining access to systems and applications and then 
establishing a “beachhead” to begin the cycle again from that vantage point. Good attackers 
can pivot through numerous systems to get to the data they’re seeking.

RECONNAISSANCE CHALLENGES

For reconnaissance, which usually is done from afar and doesn’t actually require interacting 
with target systems, virtualization really doesn’t factor in. DNS queries, WHOIS records, and so 
on are all likely to be the same whether target systems are virtual or physical machines. Looking 
for administrators and other IT operations personnel posting sensitive data on VMware forums 
and other online sites may be interesting in this phase however.
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SCANNING CHALLENGES

Scanning will almost certainly be performed a bit differently. Tools like Network Mapper 
(NMAP) and others can perform port scans and remote OS fingerprinting. Can they identify 
whether a system is physical or virtual? There may be some clues, including open ports and 
running services, Media Access Control (MAC) addresses (on the local subnet), and even packet 
fields and their values. Chris Brenton, a well-known SANS instructor, discusses some of these in 
a blog post titled “Passively Fingerprinting VMware Virtual Systems”:

http://www.chrisbrenton.org/2009/09/passively-fingerprinting-vmware-virtual-
systems/

In addition, we need to factor in the impact these scans will have on the VMs and underlying 
hosts. New ways to perform scans might include scanning from within the virtual infrastruc-
ture using a VM with scanning tools installed. Some scanners are also capable of logging in to 
local systems and performing additional assessments. Some of these tools could be extended or 
scripted to also check for virtualization artifacts or other identifi ers. As for actual exploitation 
capabilities, there are a number of new tools that can facilitate exploitation during pen tests on 
virtualized infrastructure. The Virtualization Assessment Toolkit (VASTO) is a set of Metasploit 
modules released by Claudio Criscione and contributors in 2010. This set of modules allows 
Metasploit users performing pen tests to scan and identify virtualization resources as well as 
attempt a number of attacks against them. Several well-known exploits have been included in 
this toolkit, including attacks against VMware Update Manager and Tomcat components, the 
VILurker attack that tricks a VI client user into downloading a fake “update” that runs under 
their credentials, and many others. 

ADAPTING ANTI-MALWARE TOOLS FOR HOSTS AND GUESTS

Anti-malware tools also need to be adapted for virtualized infrastructure. Two primary con-
cerns for anti-malware protection include host scanning and guest scanning. For the under-
lying host (such as VMware ESXi and Microsoft Hyper-V), the main issues are performance 
impacts and integrity problems that result from scanning particular virtualization-specific file 
structures such as virtual machine disk (VMDK) files in VMware environments. Performance 
impacts are a serious concern—impacting the host could easily lead to multiple VM guests per-
forming poorly, which would not be acceptable in most operational environments. Scheduling 
scans becomes very important here. Additionally, file and directory exclusions from scanning 
need to be planned carefully to ensure that the virtualization-specific files are not affected 
in any way from the scans. Adverse effects have been noted from scanning VMDK files, for 
example.

Guests can have antivirus software directly installed much as with any normal platform 
(Windows, Linux, etc.), but resource consumption and availability are even more important than 
ever, especially if resource sharing is enabled with tools like Dynamic Resource Scheduler 
(DRS), which is a VMware technology for migrating VMs between cluster hosts based on 
resource availability. The VM fi le structures may also behave differently when scanned, lead-
ing to more false positives and negatives, the bane of any security administrator. Finally, offl ine 
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guests need to be scanned as well, especially if they’re brought back into production after any 
length of time (they may be missing patches or other security updates). New products like 
VMware vShield Endpoint and McAfee MOVE Antivirus are engineered to minimize these 
performance impacts by delegating the majority of antivirus scanning to dedicated virtual 
machines running on the hypervisor. 

There are a number of other specifi c virtualization security risks and controls, all of which 
will be covered in more depth throughout the book’s later chapters.  
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